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ȴɕɓɈɕɅɑɑɅ ɔɕɊɌɊɒɗɅɛɍɍ

ÁARC ɖɗɅɕɗ ɓɔɊɕɅɛɍɎ ɇ ȵɓɖɖɍɍ

Áȵɠɒɓɏ ɅɇɗɓɑɅɗɍɌɅɛɍɍ

ÁȴɕɓɑɠɝɐɊɒɒɅɤ ɏɍɆɊɕɆɊɌɓɔɅɖɒɓɖɗɡ ɖɊɈɓɉɒɤ

ÁȴɕɓɑɠɝɐɊɒɒɅɤ ɏɍɆɊɕɆɊɌɓɔɅɖɒɓɖɗɡ ɌɅɇɗɕɅ 

ÁȯɍɆɊɕ ɌɅɞɍɗɅ: ɇɌɇɊɖɍɗɡ ɕɍɖɏ, ɇɊɕɓɤɗɒɓɖɗɡ ɍ 

ɇɓɌɉɊɎɖɗɇɍɊ
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ARC ɇ ȵɓɖɖɍɍ!
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The Agenda

ÁProcess Automation Market

ÁIndustrial Cyber Security Today

ÁIndustrial Cyber Security Tomorrow

ÁCyber Defense: Consider Risk , Probability and Impact
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EMEA Process Automation Expenditures* 

HMI

Controller

Sensors, 
Actuators

MES

Drives:
$3,8 bn

Temperature:
$0,3 bn

Flow:
$2,2 bn

HMI: 
$0,7 bn Panels: 

$0,5 bn

MES:
$2,9 bn

$28,6 bn

DCS:
$12,8 bn

× 2,9  bn

× $1,2 bn

× $13,3 bn

× $11,2 bn

* Baseyear2017, Source: ARC Advisory

Control Valves:
$4,9 bn

Advanced Process
Control:
$0,5 bn
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EMEA Process Automation Expenditures

30%

27%

39%

5%
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EMEA Process Automation Expenditures

EMEA Ratio in 2017: 

Investments in Cyber Security*

---------------------------------- =

Process Expenditures

$853 mn

-------- =  2,98%

$28,6  bn

* Cyber Security Expenditures: Endpoint, + Anomaly + Services
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Secure Plants Require a Proper Strategy
Technology Investments are Not Enough

Inventory 
Assets

ωEndpoints (PC and Non-PC)

ωNetworks and Interfaces

Evaluate 
Risks

ωLikelihood & Impact

ωAll kinds of attacks

Select 
Defenses

ωApplicability of Technology

ωEffectiveness for Risks of Concern

Implement

ωSequence

ωReadiness

Use and 
Maintain

ωAnalyze Information

ωPatches & Updates

ARC Research Shows that Implementation and Use/Maintain are the Biggest Challenges ê

These steps are the Focus of ARCõs Industrial Cybersecurity Maturity Model

This is NOT an Effective Defense! This IS!
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Industrial (ICS) Cybersecurity Challenges

ICS 
Contex

t

People

Networks

Endpoint 
Devices

Security Goals & 

Constraints

External 

Cyber 

Attacks

External 

Networks

Internal Cyber 

Attacks

Industrial Cybersecurity Involves a Unique Set of Endpoint Devices, Network 
Protocols, People, Goals, and System Management Constraints

Issue IT Cybersecurity ICS Cybersecurity

Endpoints PCs, Servers PCs, Servers, Industrial 
Devices

Networks TCP/IP TCP/IP, Modbus, DNP3, Etc.

People Admin People Operators, Engineers, etc.

Goals Protect 
Information

Safety, Availability, maybe 
Information

Constraints 8 to 4, Short 
disruptions

24x7, No disruptions
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Physical asset with 
sensors, actuators

Local IoT Compute and 
Communicate module

Smart Machine

IoT Smart 
Module

Major Asset Optimization via 
Remote Managed - Services

Secure Network

Industrial Cybersecurity Tomorrow

Plant Operations

CorporatePurchasingEngineering

XYZ Company XYZ Company XYZ Company

Enterprise

Maintenance

XYZ Company

Business
Systems

New IoT 
Analytics and 
Applications

Private 
Cloud

Equipment 
Suppliers

Secure Connection

Software 
Providers

Private 
Cloud

Share Asset 
Data with 3 rd

Parties

Monitor 
in - service 
Products

XYZ Company

Automation 
Suppliers

New Managed - services
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ARC ICS Cybersecurity Market Categories

Cybersecurity Management 
Solutions

Cybersecurity Services

Endpoint 
Protection

Network 
Security

Anomaly & 
Breach 

Detection

ICS Cyber Assets














