
Swimming IoT:
A hackers journey into the secrets of 
modern yacht (in)security

Swimming IoT· Stephan Gerling · ©CERTivation, a ROSEN-Group · 20-Sep-2018



Agenda

ÅWho am I 

ÅYachts and ships

ÅICS in ships?

Åattack vectors

ÅBugs in maritime IT equipment



I am older than the internet

Certified as ñGCFA, CISSP, MCSE, CCNA, etc.ò

Electronic Specialist, 

several years German Aviation Army navigation system electronic specialist

More than 31 years a volunteer firefighter in my town

Security Evangelist @ROSEN-Group in Oil & Gas Industrie

and CERTivation, latest ROSEN Group Spin Off   

I void warranties

- Geraffel

- IamTheCavalry

Stephan Gerling @ObiWan666



Swimming IoT· Stephan Gerling · ©CERTivation, a ROSEN-Group · 20-Sep-2018

I am older than the internet

Certified as ñGCFA, CISSP, MCSE, CCNA, etc.ò

Electronic Specialist, 

several years German Aviation Army navigation system electronic specialist

More than 31 years a volunteer firefighter in my town

Security Evangelist @ROSEN-Group in Oil & Gas Industrie

and CERTivation, latest ROSEN Group Spin Off   

I void warranties

- Geraffel

- IamTheCavalry





Accidents in 2017

Februar:       Containervessel 10h without access to Navigationsystem

18. Sep Norwegian: GPS Jamming from eastern direction

US Navy involved in 4 collisions in eastern pacific

ÅFebruar USS Antietam in Bay of Tokios grounded 

ÅMai USS Lake Champlain: collision with trawler

Å17. Juni USS Fitzgerald: collision with freighter

Å21. August  USS John S. McCain: collision with Tanker 



Vessels, Yachts and ships



Overview

A yacht is a recreational boat or ship.

The term originates from the Dutch word jacht, which means "hunt" 

It was originally defined as a light fast sailing vessel used by the Dutch 

navy to pursue pirates and other transgressors around and into the shallow 

waters of the Low Countries.



Size matters

Boot up to 7m (20ft.)

Yacht >= 10m (33 Fuß) 

Super Yacht bigger than 24m (79 ft.) 

mega yacht any yacht over 50 meters (164 ft.)



Superyacht

Indigo Star

Length 38,8m 

Beam 7,7m



Swimming IoT 

Modern vessels becomme swimming IoT devices

ÅVessel Traffic Service (VTS)

ÅAutomatic identification system (AIS)

ÅAutopilot

ÅGPS

ÅRadar

ÅCameraós, including Thermal imaging

ÅEngine control and monitoring (some now cloud based)

ÅInternet Access

ÅEntertainmentsystems



NMEA 

NMEA 0183  (National Marine Electronics Association)

A combined electrical and data specification for communication between 

marine electronic devices, 4800 Baud speed

Åecho sounder

ÅSonars

ÅAnemometer

ÅGyrocompass

ÅAutopilot

ÅGPS receivers 

and many other types of instruments



NMEA

NMEA 2000 

bandwidth capacities of less than 1Mbit/s

connects devices using Controller Area Network (CAN) technology originally 

developed for the auto industry.

NMEA 2000 network is not electrically compatible with an NMEA 0183 

network



NMEA



SeaTalkng

http://www.raymarine.de/uploadedFiles/Products/Networking/SeaTalk/SeaTalkng.pdf



SeaTalkhs

http://www.raymarine.de/uploadedImages/Products/Networking/HS%20with%20HS5%20switch.jpg
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Marine Electronic

Vessel Traffic Service (VTS)

Automatic identification system (AIS)

Electronic Chart Display and Information System (ECDIS)

Autopilot

Internet Access



Vessel traffic service

A vessel traffic service (VTS) is a marine traffic monitoring system established 

by harbour or port authorities, similar to air traffic control for aircraft. 

VTS systems use

ÅRadar

Åclosed-circuit television (CCTV)

ÅVHF radiotelephony

Åautomatic identification system 



Automatic identification system (AIS)

AIS is an automatic tracking system used 

Åon ships and 

Åby vessel traffic services (VTS). 

Satellite-AIS (S-AIS) 

Åsatellites are used to detect AIS signatures



Automatic identification system (AIS)

AIS information supplements marine radar,

- similar to GPS in Aircrafts ï

which continues to be the primary method of collision avoidance for water 

transport.



Electronic Chart Display and 

Information System (ECDIS)

ECDIS is a geographic information system used for nautical navigation 

displays information from: 

ÅElectronic Navigational Charts (ENC) 

Åor Digital Nautical Charts (DNC) 

integrates position information 

ÅPosition

ÅHeading

Åspeed 

sensors which could interface with an ECDIS are radar, Navtex, Automatic 

Identification Systems (AIS), and depth sounders.



IT Equipment on Board

Internet Access

ÅGSM

ÅWiFi

ÅSAT (Inmarsat, VSAT, Iridium, etc. )

On Board

ÅEntertainment Systems

ÅWiFi (Crew, Guest/Owner)

ÅVoIP



IT equipment on Board

10 Smart TV & Sat Receiver

1 Chart PC 

14 VoIP Telephones

1 Internet Router (GSM, WiFi, SAT) 

1 rack mounted Switch (48ports)

1 UPS

4 WiFi Access Point

(Crew, Guest/Owner)

Router

Server

Switch

UPS

24

VoIP Server



Smart Ships

Audio & Video Streaming

iPhone/iPad remote control of 

ÅLights

ÅElectric curtains

ÅEngine monitor

Etc.



Attack vectors

TCP/ IP to 
NMEA 2000

Gateway

USB to 
NMEA 2000

Gateway

Engine

GPS

AIS

Radar

Sonar

SATCom
WLAN
GSM

Internet
Router

NMEA Network

TCP/IP Network

Internet

Autopilot



Attack vectors

ÅGPS

ÅAIS

ÅAutopilot

ÅIT equipment on Board

ÅInternet connection routers (VSAT, InmarSat, GSM, WLAN, etc.)

ÅCloud based services



GPS

GNSS or GPS attacks



GPS ïmany different systems

GNSS (global Navigation satellite system)

ÅNAVSTAR GPS (United Staates of America)

ÅGLONASS (Russian Föderation)

ÅGalileo (Europe Union)

ÅBeidou (China)



GPS ïmany different systems

https://upload.wikimedia.org/wikipedia/commons/9/9a/Gnss_bandwidth.svg



GPS

2 Scenarios are possible

Åjamming 

Åspoofing

complexibility:

Jamming = quite simple

Spoofing = complex ïfeasible for under1000 Euro



GPS attacks

Spoofing GPS signal is not that easy

Minimum 3 different Satellite signal has to be spoofed

Commercial ships and bigger yachts have backup GPS (Navstar + Galileo)

Some GPS receiver can detect position jumps

Itôs easier to fake the NMEA data of the GPS Sensor 



GPS - Jamming

Eastern Pacific reports more and more GPS anomalies

ÅJuni, week 25 ïmore than 20 reports ïnorth east black see

ÅNATO Troops maneuver at same time there

ÅSept. Norway reports anomalies in a height >2000ft

Å https://rntfnd.org/wp-content/uploads/Norway-Comms-Auth-Report-GPS-Jamming-Sept-2017.pdf

ÅUS Navy teaching again offline Navigation with Sixtant



Securing GPS?

Research Project ïĂGalantñby DLR ïInstitute of communications and navigation

- 2x2 active antenna array

- Beamforming & array processing

http://www.dlr.de/kn/en/desktopdefault.aspx/tabid-4306/6938_read-9224/



Automatic identification system (#1)

Following Data a AIS transceiver sends every 2 to 10 seconds while underway, 

and every 3 minutes while a vessel is at anchor:

Å Maritime Mobile Service Identity (MMSI) ïa unique nine digit identification number.

Å Navigation status ï"at anchor", "under way using engine(s)", "not under command", etc.

Å Rate of turn ïright or left, from 0 to 720 degrees per minute

Å Speed over ground ï0.1-knot (0.19 km/h) resolution from 0 to 102 knots (189 km/h)

Å Positional accuracy: Longitude & Latitude ïto 0.0001 minutes

Å Course over ground ïrelative to true north to 0.1°

Å True heading ï0 to 359 degrees (for example from a gyro compass)

Å True bearing at own position. 0 to 359 degrees

Å UTC Seconds
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Automatic identification system (#2)

following data are broadcast every 6 minutes:

Å IMO ship identification number ïa seven digit number that remains unchanged

Å Radio call sign ïinternational radio call sign, 

Å Name ï20 characters to represent the name of the vessel

Å Type of ship/cargo

Å Dimensions of ship ïto nearest meter

Å Location of positioning system's (e.g., GPS) antenna on board the vessel - in 
meters aft of bow and meters port or starboard

ÅType of positioning system ïsuch as GPS, DGPS or LORAN-C.

Å Draught of ship ï0.1 meter to 25.5 meters

Å Destination ïmax. 20 characters

Å ETA (estimated time of arrival) at destination ïUTC month/date hour:minute

optional : high precision time request, a vessel can request other vessels provide a 
high precision UTC time and datestamp



AIS RF part

AIS uses the globally allocated Marine Band channels 87 & 88.

AIS uses the high side of the duplex from VHF radio "channels" (87B) & (88B)

ÅChannel A 161.975 MHz (87B)

ÅChannel B 162.025 MHz (88B)

ÅBefore being transmitted, AIS messages must be NRZI encoded.

ÅAIS messages are GMSK modulated.

Åtransmission bit rate is 9600bit/s



AIS hacking

2-CHANNEL AIS RECEIVER WITH RTL-SDR AND GNUAIS

https://www.rtl-sdr.com/2-channel-ais-receiver-rtl-sdr-gnuais/



Autopilot (future Project ïstarted already)

Remote control for heading & speed !

No issues found yet

I am working on it !


