STATEMENT OF COMPATIBILITY

3AABNEHUE O COBMECTUMOCTHU

By and between

Mexay

Kaspersky Industrial Cyber Security Suite

Kaspersky Industrial Cyber Security Suite

product of

NPOAYKTOM

AO KASPERSKY LAB

AO «Na6opatopus Kacnepckoro»

39A/2 Leningradskoe Shosse, Moscow, 125212,
the Russian Federation

125212, Poccus, Mockea, NeHuHrpaackoe wocce,
n. 39A, ctp. 2

hereinafter referred to as "KICS" resp. “Kaspersky”

B AanbHeliwem nmeryemsiMu KICS 1 «J1abopatopus
Kacnepckoro» COOTBETCTBEHHO

and

EcoStruxure Foxboro DCS (Foxboro Evo)

EcoStruxure Foxboro DCS (Foxboro Evo)

products of

npoayKTamu

Schneider Electric, represented by Schneider Electric
Systems LLC,
12/1 Dvintsev str., Moscow, Russia, 127018

Schneider Electric, npeacraBneHHbIM
000 «llHernep dnekTpuk Cuctemc»
127018, Poccus, Mocksa, yn. [levHues, a. 12, kopn. 1

Schneider Electric and Kaspersky hereby agree on the
following statement regarding the use of their products
on a common process automation system (PAS), their
products compatibility and the contribution of their
products to fulfill certain cybersecurity requirements

in PAS:

«WHeiipnep dnexTpuk Cucreme» u «flaGopaTtopua
Kacnepckoro» HacToAWWM NOATBEPXAAIOT Criedyiouiee
33sBIEHNEe OTHOCUTENBHO NCMOMNL30BAHNA WX NPOAYKTOB
B pamKax OfHOW aBTOMaTU3NPOBaHHON CUCTEMb!
ynpaeneHus TexHonorvyeckum npoueccom (ACY TI),
COBMECTUMOCTY 1X NPOLAYKTOB 1 BKNaAa 311X NPOAYKTOB
B BLINOMHEHWE onpefeneHHbIX TpeboBaHnii kK Mepam
3aWNTH UHGOPMaLIMY B aBTOMaTU3MPOBAHHOK cUcTeMe
ynpasneHus:

EcoStruxure Foxboro DCS (Foxboro Evo) is a software
and hardware product that can be used in the field of
industrial automation. KICS is a cybersecurity tool suite.

Cwictema EcoStruxure Foxboro DCS (Foxboro Evo)
SBNAeTCA NPOrpamMMHO-annapaTHLIM NPOAYKTOM, KOTOPEIN
MOXeT MCMOoMbL30BaTLCA B 06nacTu asToMatnsaumm
npombiwneHHsx npoueccos. KICS asnsetca HaGopom
UHCTPYMEHTOB Ans oBecneverna TpeboBaHnin K Mepam
3aWNTE UHEOPMALIMM B aBTOMATU3UPOBAHHOW cUCTeMe
ynpaeneHus.

Schneider Electric and Kaspersky have carried out
extensive compatibility tests for the common use of

their products combinations on an PAS. The outcome

of the tests was that, subject to their individual system
requirements, the products may be used on the same
PAS. The tests did not reveal any critical incompatibility
issues between the products which is confirmed by Act of
test rig description, verification procedure and achieved
results dd. 06.03.2018.

«lLHeipep AnekTpuk Cucteme» v «JlabopaTtopua
Kacnepckoro» npoeeny BCECTOPOHHWUE TECTHI Ha
COBMECTMMOCTb UX MPOAYKTOB NPpY OGHOBPEMEHHOH
pabote B ogHoi ACY Tl1. B pesynbTate TeCTMpoBaHWA
6LIN0 YCTAHOBMEHO, YTO MPOAYKTHI, C YYETOM UX
WHAOVBUOYANBHLIX CUCTEMHBIX TPeBoBaHUA, MOTyT
MCMoNb30BaTLCA B pamkax ogHoin ACY Tl. TecTel

HEe BLISBUAMN Kaknx-Nnbo KpUTHECKUX Npobnem ¢
COBMECTUMOCTBIO MPOAYKTOB, YTO NOATBEPXAEHO 8KTOM
OMUCaHUA UCMbITaTeNLHOM YCTaHOBKKW, NpoLueaypb
NPOBEPKN 1 AOCTUTHYTLIX pesyrkbTaTtos ot 06.03.2018.
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In case both products are installed on the same PAS
their functionalities can contribute to fulfill essential
cybersecurity requirements as defined in Federal Law
“On the Security of the Critical Information Infrastructure
of the Russian Federation” N 187-FZ released on July
26" 2017, Order Ne 239 “On Approval of Requirements to
ensure the protection of Significant Objects of the Critical
Information Infrastructure of the Russian Federation”
released on December 25" 2017 and Order Ne 31

(On Approval of Requirements to ensure the protection of
information in automated Systems control of production
and technological processes in critical facilities,
potentially dangerous objects, and Objects that represent
an increased danger to life and human health and to the
environment) released by the Russian Federal Service
for Technical and Export Control (FSTEC) on March 14'
2014,

B cnyvae ycTaHOBKM 060MX NPOAYKTOB B paMKax ogHoMi
ACY Tl ux doyHKLMOHEN MOXET cnocoBcTBOBaTL

W OPUEHTUPOBAaH Ha BbINONMHEHWE ONpeaeneHHbIX
TPeGoBaHUIA K MEPaM 3alUUTL MHGhOPMaLMK B
aBTOMATU3NPOBAHHON CUCTEME YrpaBneHws,
onpegeneHHbIX NoA3akOHHBEIM HOPMAaTUBHO-NPABOBLIM
akToM K ©3-187 «O 6esonacHoctv KMW» ot 26.07.2017,
Mpunkasom PCTIK Poccum ot 25.12,2017 Ne 239

«O6 yteepxaeHun TpeGosaHuit No obecneyeHuio
6e30MacHOCTY 3HAYUMBIX OBBLEKTOB KPUTUYECKOT
WHDOPMAaUVOHHON MHDPaCTPYKTYPLI Poccuiickoi
®egepaumnm» 1 Mpukasom GCTIK Poccum ot 14.03.2014
Ne 31 «O6 yTeepxaeHun TpebosaHwii k o6ecnedeHmnio
3aWMTL MHOOPMAaLIMW B aBTOMATU3MPOBAHHBIX CUCTEMAX
ynpasneHna NpPou3BOACTBEHHBIMU U TEXHONOTMYECKUMMU
npoueccamMmn Ha KPUTUHECKWN BaXHBLIX 0ObEKTaX,
NoTEHUMAaNbHO onacHbIX 06bekTax, a Takke ofbekrax,
NPEACTaBNAIWMX NOBLIWEHHYIO ONaCcHOCTL 4NN XU3HN

W 300POBbA NIOAGHA U ANA OKPYXaIoWen NpUpoaHOMA
cpenbi».

AO KASPERSKY LAB

AOQ «Jlabopatopusa Kacnepckoro»

Date:

Hara:

Name: Andrey Tikhonov -

Ums: A.ll. TuxoHos

Title: Chief Operating Officer
Moscow Office

HonxHocTe: UcnonHuTenbHbI aupexTop

Schneider Electric 000 «llneipep AnekTpuk Cuctemc»
Date: Hara:
Name: B.Muratov \ X Oo xe, Wms: B.C. MypatoB ‘ T[}__ rI

Title: General Manager

HonxHocTe: FeHepanbHbIA AupexTop
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